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quan nha nuéc, t6 chiic chinh tri| A7)
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1. Noi dung trién khai hoat| 1. Alo]B]E < BT 3HEo] AJ|
dong bao vé an ninh mang bao W-&<& t}&& xS}
gom:
a) Xay dung, hoan thién quy a) WH HFH UvESH=
dinh, quy ché& st dung g dlo] AZAWE  HAFFEH

bo,
mang may tinh c6 két noi

mang may tinh noi

mang Internet; phuong an
bdo dam an ninh mang d61
v6l hé théng thong tin;
phuong an ting pho, khic
phuc sy ¢6 an ninh mang;
b) Ung dung,
phuong

trién khai
phap,

an, bién

WEAZ ALE A, %
WA 2] AbelBnel w
APk, AL AL
of Zuwole] B T4

o




Q RN @ A A B A

cong nghé bdo vé an ninh
mang doéi1 vér hé thong
thong tin va thong tin, tai
litu dugc Iudu trit, soan
thdo, truyén dua trén hé
théng thong tin thudc
pham vi quan 1y;

c) T6 chitc boi dusng kién
thitc vé an ninh mang cho
can b0, codng chic, vién
chiic, ngudi lao dong; nang
cao nang lyc bdo vé an
ninh mang cho lyc lugng
bdo vé an ninh mang;

d) Bao vé& an ninh mang
trong hoat dong cung cip
dich vu cong trén khong
glan mang, cung cip, trao
d6i, thu thap thong tin véi
cO quan, t6 chic, ci nhéan,
chia sé thdong tin trong noi
bd va v6&1 cd quan khéac
hodc trong hoat dong khéac
theo quy dinh cua Chinh
pht;

d) Dau td, xay diyng ha tang
cd s@ vat chat phu hgp véi
dieu kién bao dam trién
khai hoat dong bao vé an
ninh mang do6i v61 heé
thong thong tin;

e) Kiém tra an ninh mang

doi voi hé thong thong tin;
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phong, chéng hanh vi vi HELRE AL o, A}
pham phap luat vé an ninh O|H HQFAlaLe] =& H
mang, ting pho, khic phuc -5

sy ¢6 an ninh mang.
2. Nguoi dtng dau co quan, t6| 2. 7|3, @A9 A A
chiic c6 trach nhiém trién khai| 3grol &st= Alo|HH S WS &
hoat dong bao vé an ninh mang | % Ao Wik HAS 2},

thudc quyén quan ly.

bieu 24. Kiém tra an ninh mang A|24F = 7}Her AH FQ AH

d6i v6i hé thong thong tin cda co | A8l H-Fof &351X] &&= 7

quan, t6 chiic khong thudc Danh | &, Aol AHBA]|2AH"Ho] T3l

muc hé théng thdéng tin quan A}o]B HF AL

trong vé an ninh qudc gia
1. Kiém tra an ninh mang d6i| 1. ©&ol] &Fst= AHFol=
v&i hé théng thdng tin cia co =7FHSF #H T AHHA|~AH
quan, t6 chiic khong thudoc Danh | E-Eof £314 &= 7|, WA
muc hé théng thong tin quan & HHA|Z~Elof] tslo] Alo]H
trong vé an ninh qudéc gia trong  HSF AALS 3o},
truong hgp sau day:

a) Khi c6 hanh vi vi pham a) =7FHESHS  HEsHAY
phap luat vé an ninh mang AFs] A A obHe Al Zbsh
xam pham an ninh quéc EHlE A= /\}O]MEOP
gia hoiac giy t6n hai e HELW P47 2
nghiém trong trat tu, an = 4%

toan x3a hoi;

b) Khi c6 dé nghi cta chi b) AEAIZHE Fy7|e]
quan hé théng thong tin. 270l J& 45
2. Doi tuong kiém tra an ninh | 2. Alo]B]H.eF AAMAS &
mang bao gom: S ¥ e
a) Hé thoéng phan cling, phan a) AHA~Ho AlLE =
meém, thi€t bi s§ dugc st gAY Ax|, AL E Qo]

dung trong hé théng thong St=go] Al 2~H
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tin;

b) Thong tin duge luu trit,
xt 1y, truyén dua trong hé
théng thong tin;

c) Bién phap bao vé bi mat
nha nuéc va phong, chdéng
16, mat bi mat nha nudc
qua cac kénh k¥ thuat.

3. Chu quan hé théng thong tin
c6 trach nhiém thong bido cho
lyc lugng chuyén trach bdo vé
an ninh mang thudéc Bo Cong an
khi phat hién hanh vi vi pham
phap luat vé an ninh mang trén
hé thong thong tin thudc pham
vl quan 1y.

4. Lyc lugng chuyén trach béo
vé an ninh mang thudéc Bo Cong
an tié€n hanh kiém tra an ninh
mang do1 v61 hé thong thong tin
clla cd quan, t6 chdc trong cac
truong hgp quy dinh tai khoan 1

Diéu nay.
5. Truéc thsi diém tién hanh
kiém tra, luc lugng chuyén

trach bao vé an ninh mang
thong b4o bang van ban cho chu
quan hé thong thong tin it nhat
la 12 gid.

Trong thot han 30 ngay ké tu
luc
lugng chuyén trach bdo vé an

ngday k&t thuc kiém tra,

ninh mang thong bao k&t qua
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kiém tra va dua ra yéu cau doi
v@1 cht quan hé thdng thong tin
trong truong hgp phat hién
diém yéu, 16 héng bdo mat;
huiéng dan hodc tham gia khic
phuc khi c6 dé nghi cua chu
quan hé thong thong tin.

6. K&t qua kiém tra an ninh
mang dugc bdo mat theo quy
dinh cta phdap luat.

7. Chinh phtu quy dinh trinh tuy,
thu tuc kiém tra an ninh mang
quy dinh tai Diéu nay.

bieu 25. Bao vé an ninh mang
do1 v61 co sé ha tang khong gian
mang qufc gia, c6ng két ndi
mang qudc té
1. B4do vé an ninh mang do1 véi
co sG ha tang khong gian mang
qufc gila, cOng k&t ndi mang
qudc t€ phai bao dam k&t hgp
chat ché gifa yéu cau bao vé
an ninh mang v&1 yéu cau phat
trién kinh t€ — x3 hoi; khuyén
khich c6ng k&t n6i qudc t&€ dat
trén 1anh tho Viét Nam; khuyén
khich t6 chtic, ca nhan tham gia
dau tu xay dyng co sé ha tang
khong gian mang qudc gia.
2. Co quan, t6 chdc, cid nhan
quan 1y, khai thac co s@ ha tang
khong gian mang qudc gia, c6ng
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k&t nd1 mang qudc té€ co trach
nhiém sau day:

a) Bido vé an ninh mang
thuoc quyén quan 1y; chiu
s@ quan ly, thanh tra,
kiém tra va thyc hién céc
yéu cau vé bao vé an ninh
mang cla cd quan nha
nuédc co6 thdm quyeén;

b) Tao diéu kién, thygc hién
cac bién phap k¥ thuat,
nghiép vu can thiét dé co
quan nha nud6c c6 thidm
quyén thygc hién nhiém vy
bdo vé an ninh mang khi
c6 dé nghi.

bigu 26. Bao dam an ninh thong

tin trén khong gian mang
1. Trang thong tin dién tu,
cO6ng thong tin dién td hodc
chuyén trang trén mang xi hoi
clla ¢ quan, t6 chic, cad nhan
khong duge cung cép, dang tai,
truyén dua thong tin c6 noi
dung quy dinh tai cic khoan 1,
2, 3, 4 va 5 Dieu 16 cua Luat
nay va thong tin khac c6 noi
dung xam pham an ninh qudc
gia.
2. Doanh nghiép trong nuéc va
ngoal nuéc cung cidp dich vu

trén mang vién thong, mang
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Internet, cac dich vy gia ting
trén khong gian mang tai Viét
Nam c6 trach nhiém sau day:
a) Xac thyc thong tin khi
nguol
khodn s6; bao mat thong

dung dang ky tai

tin, tai khodn clla ngudi
dung; cung cdp thong tin
nguol dung cho lyc lugng
chuyén trach bao vé an
ninh mang thuoc Bo Cong
an khi c6 yéu cau bing
van ban dé phuc vy diéu
tra, x(t Iy hanh vi vi pham
phidp luat veé an ninh
mang;

b) Ngin chin viéc chia sé
thong tin, x6a bod thong tin
c6 nd1 dung quy dinh tai
cic khoan 1, 2, 3, 4 va 5
bieu 16 cua Luat nay trén
dich vu hodc hé thong
thong tin do co quan, t6
chtic tryc ti€p quan 1y
cham nhiat la 24 g1 k€ tu
thor diém co6 yéu cau cua
lyc
bdo vé an ninh mang thuoc

lugng chuyén trach

Bo Cong an hodc cd quan
c6 thdm quyén cua BO
Thong tin va Truyeén
thong va luu nhat ky hé
thong dé phuc vu diéu tra,
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xt0 1y hanh vi vi pham
phéap luat vé an ninh mang
trong thoi gian theo quy
dinh cua Chinh phu;

c) Khong cung cédp hoic
ngling cung cdp dich vu
trén mang vVvién thong,

mang Internet, cac dich vu

gla tdng cho t6 chtc, cé
nhan dang tai trén khong
gian mang thong tin c6 nodi
dung quy dinh tai cac
khoan 1, 2, 3, 4 va 5 Diéu

16 cuia Luat nay khi co

lic lugng

chuyén trach bdo vé an

yéu cau cua

ninh mang thuoc Bo Cong
an hodc co quan c6 thim
quyén cua BO Thong tin
va Truyén thong.
3. Doanh nghiép trong nuéc va
ngoal nuéc cung cidp dich vu
trén mang vién thong, mang
Internet, cic dich vy gia tang
trén khong gian mang tai Viét
Nam c¢6 hoat dong thu thap,
khai thac, phan tich, xt ly di
litu vé thong tin cd nhan, dit
litu vé moO1 quan hé cua ngudi
st dung dich vy, dt liéu do
ngudl st dung dich vy tai Viét
Nam tao ra phai liu tr dit lieu
nay tai Viét Nam trong thoi

¢) FeHie] Atolmmet 1
T AERA EE ARS
A% BE v)we] 27
sl A5, o W A6

A1k, A23k, A3, A4

g @ AsF N FATE
Ygol w1 AnE Al
Mol AAles )
A, WAE Yo Fa
W, AERS A,
S E AT AZEA %

3. AW B dolE, A
2 apgAe] BA B dolE,
WEe] Auls AgA7E A4
s delde #4, A, ¥
H, AR s AARA,
FAY, AHUE Fohel Au
22 AFHAY WEF Aol
AN BN 2E A
S % wele] gAE
FReN A 7 F
|=del A o] dolHE A

oF g},

o r i

H
3L
(¢}
g

N
ok ol

(o]

}_

-
=)=
S O

-.—'
=3

—|~
2




Q RN @ A A B A

gian theo quy dinh ctda Chinh
phu.

Doanh nghiép ngoai nuéc quy
dinh tai khoan nay ph& dat chi
nhanh hodc van phong dai dién
tai Viét Nam.

4. Chinh pht quy dinh chi tiét
khoan 3 Diéu nay.

bigu 27. Nghién ctiu, phat trién

an ninh mang

1. No1 dung nghién c@tu, phéat

trién an ninh mang bao gom:

a) Xay dyng hé thdng phan
meém, trang thiét bi bdo vé
an ninh mang;

b) Phuong phap thdm dinh
phan meém, trang thiét bi
bdo vé an ninh mang dat
chudn va han ché€ ton tai
diém vyé&u, 16 héng bao

mat, phan mém doc har,

c) Phuong phap kiém tra
phan c@ing, phan mém
dugc cung cdp thuc hién
ding chiic nang;

d) Phuong phap bao vé bi
mat nha nudc, bi mat cong
tac, bi mat kinh doanh, bi
mat ci nhan, bi mat gia
dinh va doi séng riéng tu;
khd nang bado mat khi
truyén dua thong tin trén
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d)
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khong gian mang;

d) Xac dinh ngudon gdc cua
thong tin dugc truyén dua
trén khong gian mang;

e) Giai quyé&t nguy co de
doa an ninh mang;

g) Xay dyng thao truong
mang, mo1 truong tha
nghiém an ninh mang;

h) Sang kién k¥ thuat nang
cao nhan thac, k¥ ndng veé
an ninh mang;

i) D¢ b4o an ninh mang;

k) Nghién ctu thyc tién,
phat trién 1y luan an ninh
mang.

2. Co quan, t6 chiic, ca nhan co6
lién quan c6 quyén nghién ciu,
phat trién an ninh mang.

bitu 28. Nang cao nang lyc ty

cht vé an ninh mang
1. Nha nu6c khuyén khich, tao
dieu kién dé co quan, td chtic,
cd nhan nang cao nang luc tu
chi vé an ninh mang va nang
cao kha nang san xudt, kiém
tra, danh gi4, kiém dinh thiét bi
sd, dich vu mang, (ing dung
mang.
2. Chinh phu thyc hién cac bién
phap sau day dé& nang cao nang
lgc ty chu vé an ninh mang cho
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cd quan, td chtic, c4 nhan:
a) Thuc ddy chuyén giao,
nghién ctiu, lam cha va
phat trién cong nghé, san
phdm, dich vy, ting dung
dé bao vé an ninh mang;

b) Thuc ddy tng dung cong
nghé maoi, cong nghé tién
ti€én lién quan dén an ninh
mang,

c) T6 chiic dao tao, phat
trién va st dung nhan lyc
an ninh mang;

d) Tdng cudng moi truong
kinh doanh, cai thién diéu

ho

trg doanh nghiép nghién

kién canh tranh

cffu, san xudt san phdm,
dich vy, ting dung dé bao
vé an ninh mang.

bieu 29. Biao vé tré em trén

khodng gian mang
1. Tré em c6 quyén dugc bao
veé, ti€p can thong tin, tham gia
hoat dong x3a hoi, vui choi, giai
tri, gitt bi mat ca nhan, doi song
riéng tud va cac quyéen khac khi
tham gia trén khong gian mang.
2. Chu quan hé théng thong tin,
doanh nghiép cung cidp dich vu

trén mang vién thong, mang

Internet, cac dich vu gia tang
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trén khong gian mang c6 trach
nhiém kiém soat no1 dung thong
tin trén hé thong thong tin hodc
trén dich vu do doanh nghiép
cung cdp dé khong gdy nguy hai
cho tré em, xdm pham dén tré
em, quyén tré em; ngan chin
viéc chia sé va x6a bo thong tin
cH6) nd1 dung gay nguy hai cho
tré em, xam pham dén tré em,
quyén tré em; kip thoi thong
phd1 hgp vé1 lyc lugng
chuyén trach bdo vé an ninh
mang thuoc Bo Cong an dé xi
ly.

3. Co quan, t6 chtic, cd nhan
tham gia hoat dong trén khong

béo,

gian mang c6 trach nhiém phdoi
hgp v61 ¢d quan co6 thdm quyén
trong bao dam quyén cua tré
em trén khong gian mang, ngin
chan thong tin c6 nd1 dung giy
nguy hai cho tré em theo quy
dinh cua Luat nay va phap luat
Ve tré em.

4. Co quan, t6 chtic, cha me,
gldo vién, nguoi chidm soc tré
em va ca nhan khac lién quan
c6 trach nhiém bdo dam quyén
cla tré em, bao vé tré em khi
tham gia khong gian mang theo
quy dinh cta phap luat ve tré
em.
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5. Lyc lugng chuyén trach bao
vé an ninh mang va cac cd quan
chitc ndng c6 trach nhiém ap
dung bién phap dé phong ngiia,
phat hién, ngdn chin, xu [y
nghiém hanh vi st dung khong
gian mang giy nguy hai cho tré
em, xam pham dén tré em,
quyén tré em.
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